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(g) Error detection circuit and method. 

@ The invention provides a means and method 
of generating a long error checking polynomial 
remainder having the ability to detect errors 
with high reliability and inserting only a subset 
of the polynomial remainder periodically into a 
data stream, then at the receiving end recal- 
culating the polynomial remainder and check- 
ing the inserted subset for errors. The 
polynomial has the property that the current 
remainder value is a function of all data previ- 
ously transmitted in a transmission session. The 
subset transmitted also preferably has this 
property. A longer subset of the polynomial 
remainder, or the full polynomial remainder, 
may be inserted less frequently, and is prefer- 
ably sent and tested at the end of the transmis- 
sion session. 
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This invention relates to error detection and more 
particularly to the detection of errors jn a stream of 
data bits. 

Many error detection and correction codes are 
known, including single and multiple parity bit codes, 5 
Hamming codes, and cyclic redundancy codes. As a 
general rule, the longer the string of bits used to store 
error checking information, the higher the probability 
that errors can be detected (and corrected if error cor- 
rection is also employed). Further, the longer the 10 
string of data bits on which error detection is 
employed, the smaller the percentage increase in 
transmission time caused by appending a string of 
error checking information to the end of a data stream. 
Transmitting a long stream of error checking bits with 15 
a relatively short stream of data adds significantly to 
the total length of the transmission. However, trans- 
mitting a stream of error checking bits after a long 
stream of data causes a significant time delay before 
an error in the transmission can be detected. The 20 
longer the string of data bits to which error checking 
bits are appended, the longer the wait before discov- 
ering an error has occurred. In some applications it is 
important to., minimize not only the percentage 
increase in the data stream used for error checking 25 
but also to minimize the waiting time for detecting any 
errors. Yet it may be necessary to assure with high 
reliability that no undetected errors have occurred. 

One situation in which it is important to transmit 
data accurately and to detect quickly that an error has 30 
occurred is in the loading of memory cells which con- 
figure a logic cell array. Such logic cell arrays are exp- 
lained more fully in U.S. Patents 4,870,302 and 
4,706,216, which are incorporated herein by refer- 
ence. Such logic cell arrays are also described in 35 
Xilinx Data Book ©1989, available from Xilinx, Inc., 
2100 Logic Drive, San Jose, CA 95124. The memory 
cells each control an interconnection, form part of a 
data table, select a logic function or part of a logic 
function, or otherwise control the configuration of the 40 
configurable logic array. This step of loading memory 
cells configures the logic array so that it takes on the 
function selected by a user. If any of the memory cells 
are not loaded with the proper logical value, the resul- 
tant configured logic array may not perform as inten- 45 
ded. Therefore it is important that all data be loaded 
accurately. 

To provide both high reliability and earlier error 
detection, prior art users have provided a nested 
hierarchy of error detection (and sometimes correc- so 
tion). For example a 9-bit byte protocol in which each 
byte includes 1 parity bit can be nested in a long chain 
using cydic redundancy checking. Many other nested 
error checking methods have been used and can be 
imagined. 55 

Because the preferred embodiment of the pre- 
sent invention is implemented using cyclic redun- 
dancy codes, we will now describe the operation of a 


typical cyclic redundancy code generator or checker, 
making reference to Figures 1 -3 of the accompanying 
drawings, in which: 

Fig. 1 shows a representation of a prior art 5-bit 

cyclic redundancy code shift register, 

Fig. 2 shows a table of values in the flip flops of 

the register of Fig. 1 at successive clock cycles in 

response to the input data shown, and 

Fig. 3 shows a circuit for implementing a prior art 

CRC-16 code. 

The typical implementation of a cyclic redun- 
dancy code uses a combination of storage devices 
and exclusive-OR (XOR) gates and has the property 
. that for one transmission session (beginning when 
transmit and receive ends are initialized) the set of bits 
in a cydic redundancy check code is a function of all 
data transmitted in the session. 

Fig. 1 represents a shift register circuit for imple- 
menting a basic cyclic redundancy check function x 5 
+ x* + x 2 + 1 . Blocks A4 through AO represent storage 
devices such as D flip flops. Data on line INPUT are 
applied to XOR gate XOR4 with the output of register 
A4 and the output of XOR4 is applied to the input of 
flip flop Ao'. On the same clock cycle the value applied 
to flip flop Ao is also applied to XOR gates XOR3 with 
the output of flip flop A 3 , and the output of XOR gate 
XOR3 is applied to the input of flip flop A4. Likewise, 
this signal is applied to XOR gate XOR1 with the out- 
put of flip flop At and the output of XOR gate XOR1 
applied to the input of flip flop A 2 . As can be seen in 
Fig. 1, the outputs of flip flops Ao and A 2 are applied 
to the input terminals of flip flops A t and A 3 respect- 
ively. 

At the next clock cycle, data on the input terminals 
of the flip flops are shifted to output terminals of the 
flip flops. Thus, on the next clock cycle, the value 
which had been applied to the input terminal of flip flop 
A4 is shifted to the output terminal of flip flop A4 and 
combined with the next data value on line INPUT and 
again applied to the input terminals of flip flop Ao and 
XOR gates XOR3 and XOR1. XOR gates XOR3 and 
XOR1 combine this signal with output signals from flip 
flops A 3 and Ai respectively to generate signals 
applied to input terminals of flip flops A4 and A 2 re- 
spectively while data are simultaneously being 
applied by the outputs of flip flops A 2 and Ao to the 
inputs of flip flops A 3 and A, respectively. 

The function in the shift register thus cycles 
through the individual flip flops, with new data affect- 
ing the set of values on each clock cycle. Thus it can 
be seen that the values in the flip flops are a function 
of the data just applied to the shift register as well as 
a function of all previous data applied to the shift regi- 
ster. It can also be seen that a function of the last data 
bit (and previous bits) is available at flip flop outputs 
one clock cycle after the last data bit is applied to the 
register. A logic gate such as OR gate OR1 can be 
used to monitor the register, generating a logical zero 
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only if alt flip flops output logical zero. Other logic 
gates can be used, and can be selected to detect any 
desired remainder. 

Fig. 2 shows a table of flip flop values for the par- 
ticular input bit pattern indicated in the left column, 5 
subsequent rows in Fig. 2 occurring on subsequent 
clock cycles. 

At the end of an input data stream which contains 
errors, a five-bit register has one chance out of 2 s , or 
one chance out of 32, of failing to detect the error. 10 

In order to improve the reliability of error detec- 
tion, longer registers are used, a 16-bit cyclic redun- 
dancy code register being common. Fig. 3 shows a 
widely used CRC-16 implementation, using x 16 + x 15 
+ x 2 + 1 as the generator polynomial. 15 

The circuit of Fig. 3 implements this CRC-16 cyc- 
lic redundancy code. XOR gate XOR30 combines the 
DATA input signal with the output signal 0 15 of shift 
register chip 34 to generate signal CRC30. Signal 
CRC30 is applied to shift register input P 0 and to the 20 
inputs of XOR gates XOR31 and XOR34. XOR gate 
XOR31 applies the XOR function of CRC30 and the 
output Q t of chip 31 to input P 2 of chip 31. Similarly, 
XOR gate XOR34 applies the XOR function of CRC30 
and output Q 14 of chip 34 to input P 15 of chip 34. Other 25 
data bits in the shift register are simply shifted to the 
next flip flop in the shift register. As with the smaller 
cyclic check generator described above in connection 
with Figs. 1 and 2, the result generated by the CRC 
register from the data stream becomes available on 30 
the outputs of the 16 flip flops of the shift register 
within one clock cycle after the last bit of data is 
received. At the transmit end, if the 1 6-bit result gen- 
erated by the function generator is appended to the 
end of the original data stream to form a transmission 35 
block, and the transmission block is processed at the 
receive end using the same function generator, the 
final function in the function generator at the receive 
end will be zero if no errors have occurred. 

A CRC-16 generator will detect errors.with high 40 
reliability, detecting ail single and double errors, all 
burst errors of an odd number of bits, all burst errors 
of length less than 16, and will miss larger errors only 
one time in about 65.000 (2 16 ). In order to check a data 
stream in the conventional manner using the CRC 4$ 
generator of Fig. 3. it is necessary to append the full 
16 bit result to the end of the data stream. If the data 
stream is short, the percentage increase added by the 
16 bits of CRC data is significant, and if the data 
stream is long, the wait before detecting the error is so 
significant 

The present invention provides a means and 
method for detecting errors quickly, for detecting 
errors with high reliability, and for adding a reduced 
number of error check bits to the data stream. 55 

According to the present invention, an error 
checkword is generated, which is a function of all data 
bits in the transmission session. The error checkword 


is of sufficient length to have high probability of detect- 
ing an error. The data stream to be checked is divided 
into frames, and a subset of the error checkword is 
appended to the end of each frame to form a transmis- 
sion block. Rather than clearing the checkword to 
zero after appending the error checkword subset, the 
full checkword is retained and used for generating the 
next subset to be appended to the next frame. The 
probability of detecting an error is higher than for an 
equal number of bits appended when the register is 
cleared, because an error previously undetected will 
usually affect the next and subsequent transmitted 
subsets of the checkword. A larger subset of bits of 
the full checkword may be appended to the end of the 
entire data stream in order to increase the reliabi'ity 
of the error detection. High reliability is achieved with 
minimum increase in length of the data stream, and 
errors are detected more promptly than if error check- 
ing information were only sent at the end of the data 
stream. If the transmission session is very long, a 
larger subset of the checkword may also be inserted 
with less frequency into a very long data stream. 

The invention is further described below, by way 
of example, with reference to the remaining Figures of 
the accompanying drawings, in which: 

Fig. 4 shows a representation of a bit stream hav- 
ing error detecting information inserted period- 
ically, according to the present invention, 
Figs. 5a and 5b show circuits for generating a 
CRC-16 cyclic redundancy code at transmit and 
receive ends respectively, and at the receive end 
detecting errors indicated by partial or full strings 
of error checking information, and also for select- 
ing between two error checking means, 
Fig. 6 shows a circuit which allows the coeffi- 
cients of a CRC generator to be selected by the 
user, and 

Fig. 7 shows a block diagram of a circuit accord- 
ing to the present invention for implementing a 
plurality of error checking functions including par- 
tial and full checks of a CRC-16 code when load- 
ing a configurable logic array chip. 
A transmission block is generated at the transmit 
location by dividing the data stream of one transmis- 
sion session into data frames, generating and updat- 
ing a checkword which is a function of previous bits 
in the entire data stream, and appending a subset of 
the checkword to the end of each data frame. One 
data frame plus one checkword subset forms one 
transmission block. The full checkword may advan- 
tageously be appended to the end of the data stream 
of the transmission session in order to achieve high 
confidence that any data transmission errors have 
been detected. 

Fig. 4 shows a data stream which has been bro- 
ken into data frames and error detection bits inserted. 
The data stream has been divided into N frames, with 
a checkword subset CW, through CW n inserted after 
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every frame. As illustrated, checkword subset CW n 
appended after the last frame is longer than other sub- 
sets. Many different patterns of inserting subsets of 
the checkword periodically into a data stream may be 
selected, as long as the same pattern is used at both 5 
ends of the transmission. 

Fig. 5a: Transmit End: Error Detection Code 
Inserted 

10 

In the presently described embodiment, the error 
detection bits of the checkword are calculated using 
the CRC-16 formula discussed above in connection 
with Fig . 3. Other formulas insert XOR fu notions at dif- 
ferent positions and different numbers of positions in 15 
the 16-bit chain. Still other formulas use a polynomial 
of another length, for example a CRC-32 polynomial, 
or calculate a parity check or checksum. Any formula 
in which the checkword is a function of all previous 
data in the transmission session can be used. 20 

For every bit of the checkword subset appended 
to the data stream to form the transmission block, one 
logical zero is entered into the CRC generator at the 
transmit end. For example, in Fig. 5a, data on DATAtN 
line 21 are simultaneously applied to MUX42 and 25 
through XOR gate XOR40 in combination with 
CHECKWORD output on fine 51 to multiplexer 
MUX41. ADDCHECK line 31 causes MUX41 and 
MUX42 to pass data from line 21 to lines 41 and 61 
respectively until the end of a data frame is reached. 30 
At this point ADDCHECK line 31 switches state caus- 
ing multiplexer MUX42 to apply the data present on 
line 51 during four successive clock cycles to line 61 
to complete a transmission block. While these four 
checkword subset bits are being appended to the data 35 
stream, four logical zero's are entered into the 1 6-bit 
CRC generator on line 41, in response to the 
ADDCHECK line 31 causing MUX41 to apply a 
ground signal through AND gate AND41 to line 41. 
Thus at the end of generating a transmission block 40 
there are four logical zeros in flip flops CRCO through 
CRC3 of the 16-bit checkword generator at the trans- 
mit end. 

In a similar fashion for a checksum method, a 
subset of bits can be captured and appended to the 45 
transmit data stream. At the receive end these data 
can be compared to the corresponding checksum cal- 
culated at the receive end. Alternatively, a subset of 
the checksum calculated at the transmit end and sent 
to the receive end can be subtracted from the version so 
of the checksum calculated at the receive end. Sub- 
tracting gives a zero result for the checksum subset if 
no errors have been found. If the subtraction is done 
in the register at the receive end the same subtraction 
is performed in the register at the transmit end. 55 

In one embodiment, the error detection bits are 
calculated at the transmit end using a software pack- 
age which emulates the hardware of Fig. 5a. 


The transmission session of transmission blocks 
including the checkword subsets can be stored in an 
electronic storage medium before being transmitted 
to the receive end. 

Fig. 5b: Receive End Error Detection with Partial or 
Full CRC-16 Check and Alternative Constant Check 

At the receive end, as the data stream is being 
received, it is necessary to calculate the error detec- 
tion bits using the same formula as at the transmit 
end, so that the result of the transmit end calculation 
may be compared to the result of the receive end cal- 
culation. 

Fig. 5b shows one receiving circuit which imple- 
ments the error detection means of the present inven- 
tion. This circuit is able to receive the bit stream of Fig. 
4 as generated by the circuit of Fig. 5a and detect 
errors using both the checkword subset and the full 
checkword. This particular circuit is also able as an 
alternative, to detect a constant bit pattern inserted at 
the end of a data frame or a bit stream, a choice which 
may be desired when the automatic means of 
generating a CRC code are not available to a user at 
the transmit end, but when there is still need to detect 
gross transmission errors. 

As shown in Fig. 5b, a logical zero initializing sig- 
nal, labeled INITIALIZE, is applied to the R reset ter- 
minal of counter 74, and thereby resets counter 74 to 
an initial value from which it counts down once per 
CLOCK cycle. Alternatively, an initial count value may 
be loaded into counter 74 by means not shown but 
well known. The INITIALIZE signal is also applied to 
AND gate AND50 for 1 6 clock cycles, thereby causing 
logical zero's to be loaded into all flip flops CRCO 
through CRC1 5 of CRC generator 50. Then the trans- 
mitted data stream in which error detection bits have 
been inserted is applied to line DATAIN. Configu- 
ration control circuit 72 captures the first three bits of 
the data stream. The three bits comprise one start bit, 
always logical one (in this embodiment), followed by 
two configuration bits, the first of which selects mode 
(CRC or specified constant) and the second of which 
selects clock speed. MUX51 is initially set by the initial 
zero output of flip flop FD61 to receive input from line 
CFDATAB. The logical 1 start bit is applied via M UX51 
to flip flop FD63 and transferred on the next clock 
cycle via MUX52 to flip flop FD62 at which time the 
mode bit is in flip flop FD63. On the next clock cycle 
the start bit is transferred by OR gate OR53 to flip flop 
FD61. The mode bit is transferred to flip flop FD62, 
and the speed bit to flip flop FD63. On all following 
clock cycles, the logical one start bit in flip flop FD61 
is applied to OR gate OR53 and therefore the logical 
one is held in flip flop FD61. This logical one start bit 
value is also applied to multiplexers MUX51 and 
MUX52. This causes the mode bit to be held in flip flop 
FD62 and the speed bit to be held in flip flop FD61. 
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Since the Q output of flip flop FD62 controls 
MUX60, the mode bit causes MUX60 to select be- 
tween looking at the CRCERROR line and looking at 
the CONSTANTERROR line. The CRCERROR line 
indicates whether an error is indicated in CRC 
generator 50, and the CONSTANTERROR line indi- 
cates whether an error has been detected by an 
improper sequence of bits to OR gate OR61. The 
function selected by MUX60 is applied to AND gate 
AND81. At a time indicated by counter 74 on the TC 
output of counter 74 the output value of AND gate 
AND81 on line FAILCHECK is applied by set flip flop 
SR60 to the FAILED output line to indicate whether 
the transmission block has passed or failed the error 
check. 

The output from clock speed flip flop FD63 selects 
clock speed on a circuit not shown. The logical one 
applied by flip flop FD61 to MUX51 , MUX52 and OR53 
captures the three bits in control register 72 until the 
circuit is reset 

Data on line CFDATAB are also applied to an 
input of XOR gate XOR50. This DATA input is com- 
bined by XOR gate XOR50 with the output of D flip flop 
CRC 15 from 16-bit shift register 50. When the circuit 
is not being initialized or configured, the INITIALIZE 
and CONFIGURE lines provide a constant logical 
one, so the output of XOR gate XOR 50 is applied to 
CRCIN to produce the cyclic feedback of CRC 
generator 50. In this case the output of XOR gate 
XOR50 is provided on line CRCIN to D flip flop CRCO. 
The value on line CRCIN is also provided to XOR 
gates XOR51 and XOR52, which combine this CRCIN 
value with outputs of D flip flops CRC1 and CRC 14 to 
generate inputs to D flip flops CRC2 and CRC 15 re- 
spectively in a manner equivalent to that of the prior 
art CRC- 16 circuit of Fig. 3. Data are shifted from input 
to output of each D flip flop on every high-going signal 
on the CLOCK line. On subsequent CLOCK cycles, 
values are shifted through the shift register as shown, 
with new data being inserted at D flip flops CRCO, 
CRC2, CRC15 each clock cycle. Thus as in prior art 
cyclic redundancy shift registers, the 16-bit shift regi- 
ster carries a bit pattern which is a function of all data 
entered. In particular, values held in flip flops CRCO. 
CRC2, and CRC15 are immediately responsive'to 
previous data while values in other flip flops are res- 
ponsive to all but the last few bits. 

If no errors have occurred, the CRC checkword 
subset which was appended at the transmit end to the 
end of a data frame will cause logical zero's to appear 
in as many flip flops of the receive end CRC generator 
as there are bits in the checkword subset In the 
embodiment shown in Figs. 5a and 5b, after the four- 
bit checkword subset has been received, there will be 
four logical zero's in flip flops CRCO through CRC3 if 
no errors have occurred. Note that this matches the 
four zeros in flip flops CRCO through CRC3 at the 
transmit end. However, the embodiment of Fig. 5b 


checks for error one cycle earlier by checking thefour 
bits in CRCO through CRC2 and on line CRCIN, which 
will shift to flip flops CRCO through CRC3 after the 
next dock cycle. 

5 

Initializing 

Before a transmission session begins, the CRC 
generators at the transmit and receive ends must be 

10 initialized to hold identical values, typically ail zero's. 
As shown in Fig. 5b, holding INITIALIZE at zero for 16 
clock cycles will cause shift register 50 to cany all 
zero's. If a software implementation of the invention is 
being used at either or both ends, the equivalent 

is action must be performed in software. Preferably 
some means such as shown in Fig. 5b is used at both 
transmit and receive ends to assure that CRC-1 6 regi- 
sters 50a and 50b begin operation holding all zeros. 
Alternatively, registers 50a and 50b maybe cleared in 

20 one cycle by a reset signal to ail D flip flops, on a reset 
line not shown but well known. However, providing a 
special reset for the CRC shift register of Fig. 5b may 
not be practical in an application which can not spare 
a reset pin for connecting to this circuit The preferred 

25 initializing operation is further discussed below in con- 
nection with Fig. 7. 

Selecting Between Checking Few Bits and 
Checking Many Bits 

30 

As a further novel feature of the present invention, 
more than one subset of the checkword may be 
appended to the data stream for error checking. In the 
embodiment of Fig. 5b, both a 4-bit subset and a 16- 

35 bit complete set of the D flip flops may be checked for 
errors. As shown in Fig. 4, the smaller subset is inser- 
ted as CW, through CW fr1 after every data frame and 
checked during receiving of the data stream. Then the 
larger checkword CW n is sent and checked at the end 

40 of the data stream. The selection between partial and 
full checking is performed by AND gate AND56 as 
controlled by the input line PARTIAL. A low value on 
line PARTIAL causes only the three bits in D flip flops 
CRCO through CRC2 plus the value on CRCIN gen- 

45 erated from CRC 15 and DATA to be checked. A high 
value on line PARTIAL causes up to 16 bits to be 
checked. 

Less Than All Bits Checked in Final Check 

so 

Fig. 5b also shows dotted lines indicating optional 
connection of certain flip flops to OR gate OR57. If the 
dotted line connections are not made, an 11-bit sub- 
set may be checked. (Of course other subsets can be 
55 checked, as readily understood from imagining other 
dotted lines in Fig. 5b.) Dotted lines at the output of 
OR gate OR58 and the output of CRC 1 0 indicate that 
in one embodiment these bits are not checked during 
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the final check at the end of the bit stream. The num- 
ber of bits checked at the end of the bit stream affects 
the confidence level of the received data accuracy. 
OR gates can be formed and connected for checking 
other bits and other numbers of bits depending on the 5 
reliability required. In the present case in which the 
data stream has been periodically checked during 
transmission, the confidence level may be sufficiently 
high as a result of repeated partial checks that a full 
1 6-bit set does not need to be appended to the end of 10 

the stream. 

When a high signal is applied to line PARTIAL, 
AND gate AND56 passes to OR gate OR60 the OR 
function generated by OR gate OR56. This input is 
combined by OR gate OR60 with the signal from OR 15 
gate OR55 to generate on line CRCERROR a signal 
which is a function of all D flip flop values. In the case 
when the PARTIAL line is high, only if all checked D 
flip flops hold logical zero will line CRCERROR carry 
a logical zero, indicating no error. If MUX60 has been 20 
set during configuration to respond to CRCERROR, 
MUX60 will place the CRCERROR signal on line 
FAILCHECK via AND gate AND81. Line FAILCHECK 
is connected to set flip flop SR60. The value on line 
FAILCHECK is placed on line FAILED when counter 25 
74 reaches zero and allows a high signal on the set 
input of set-reset flip flop SR60. A logical zero on line 
FAILED indicates no error. If MUX60 has been set to 
place the CONSTANTERROR signal on line FAIL- 
CHECK, the signal on line FAILED will indicate 30 
whether a selected bit pattern, for example,- the bit 
pattern 1001 was present or not at the end of a data 
frame (detected by OR gate OR61). 

Partial Check 35 

< 

Assuming the CRC generator 50 is being used, 
when a low signal is applied to line PARTIAL, AND 
gate AND56 passes to OR gate OR60 a logical zero 
regardless of the contents of D flip flops CRC3 40 
through CRC14. This logic zero allows OR gate OR60 
to generate on line CRCERROR a signal which is a 
function only of the values applied to OR gate OR55, 
which are the values on line CRCIN and in flip flops 
CRCO through CRC2. Thus, in the case when the 45 
PARTIAL line is low, if CRCIN and D flip flops CRCO 
through CRC2 hold logical zero, line CRCERROR will 
carry a logical zero indicating no errors. 

In the particular embodiment shown in Fig. 5b, the 
partial check of a four bit check word subset will miss so 
approximately 1 of 16 errors. The full checkword of 16 
bits will miss only 1 of 2 16 or 1 of about 65,000 errors, 
resulting in highly reliable transfer of data without the 
delay of transmitting the full data stream before 
detecting an error. Further, because of the novel 55 
means and method for repeatedly transmitting error 
information about all previous data in the four bits of 
the checkword subset, the likelihood of missing an 
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error until receipt of the final full check is much lower 
than 1 in 1 6, with only a 4-bit increase in length of the 
data frame except at the end. 

Alternatives 

Clearly the devices of Figs. 5a and 5b represent 
only one example of the present invention. Cyclic 
redundancy detectors having other than 16 bits can 
be used. Other numbers than 4 of the bits can be sent 
and checked midstream. A different cyclic error 
checking circuit can be used. Another error checking 
circuit may be used as long as the function generated 
is a function of every bit transmitted so far. Of course 
the same function must be generated on both the 
transmit and receive ends of the data stream. 

In some applications it may be desired to allow 
the user to select between several formulas. The 
embodiment described below provides this option in 
hardware. An embodiment can be provided in which 
the checkword formula is programmable. Fig. 6 shows 
a circuit which can be inserted between line CRCIN 
and an XOR gate such as XOR88, equivalent for 
example to XOR41 of Fig. 5a and XOR51 of Fig. 5b. 
By setting MUX88 to apply the ground input to line 66, 
the logic zero input to XOR88 causes the Q output of 
CRC k to be transferred to the D input of CRC^,. By 
setting MUX88 to pass the value on CRCIN to XOR88, 
the value on CRCIN can be made to affect the value 
transferred from CRCk to CRC k+1 . Any number of CRC 
flip flops in a CRC generator can be provided with 
such programmable inputs. Initial data loaded into the 
receive end circuitry either from the transmit end or by 
another initializing means can program which CRC 
polynomial function is to be used. 

Fig. 7. Loading a Logic Cell Array 

In one embodiment, the data stream is used for 
configuring a logic cell array. In this case, the data 
stream is a series of on the order of 200,000 configu- 
ration bits. With a bit stream of such a length the time 
for loading the bit stream into the logic cell array can 
be such that the time required to reload the entire bit 
stream, especially multiple times, may be so inconve- 
nient as to be unacceptable. 

Data Stream for Configuring a Logic Array Chip 

Configuration data bits which form the data 
stream to be loaded into the logic cell array are cal- 
culated at the transmit end by a software package 
which converts a circuit layout schematic into a 
stream of bits, each of which is to be loaded into a par- 
ticular location in the logic cell array. For further dis- 
cussion of such a logic cell array and how it is 
configured, see Xilinx Data Book ©1989, available 
from Xilinx, Inc., 2100 Logic Drive, San Jose, CA 
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95124. A checkword is also calculated at the transmit 
end. Software emulates the circuit of Fig. 5a, and a 
checkword subset is inserted into the bit stream to 
generate transmission blocks, also using software. 
However, calculation of the checkword and gener- 
ation of the transmission block may be performed 
using hardware or software. When configuring a logic 
cell array chip, the calculation is performed at the 
receive end using hardware formed as part of the logic 
cell array chip. 

Initializing and Initial Information 

Fig. 7 shows a block diagram of a circuit of the 
present invention used in a logic cell array located at 
the receive end of a data stream. Before receiving 
data for configuring the array, an I NIT signal resets 
length count register 71 and control register 72 to 
have all zero's. The zero output of length count regi- 
ster decoding AND gate AND71 applies a logical low 
signal to an input of AND gate AND50, which applies 
logic zero to CRC register 70 regardless of data on the 
other input of AND gate AND50, and after 16 clock 
cycles produces all zeros in CRC register 70. 

AND gate AND71 feeds control logic (not shown) 
which causes line EC75 to disable the shifting of infor- 
mation from line DATA into data frame register 80 
while initial information is loaded from line DATA into 
length count register 71. When the initial logical 1011 
reaches the end of length count register 71, this logi- 
cal 1011 applied to AND gate AND71 causes AND 
gate AND 71 to enable AND gate AND72 as well as 
line EC75. At this point data are loaded into control 
register 72 and cells D1-D4 of data frame register 80. 
A logical 1 at the output of control register 72 causes 
the clock enable EC of register 72 to be disabled so 
that data in control register 72 remains in the register. 

In one embodiment the data in control register 72 
includes a bit, CRC MODE, indicating whether CRC 
register 70 will be checked for errors or whether flip 
flops Q1-D4 wilt be checked for a constant value at the 
end of each frame. This bit allows a user to override 
the error checking by CRC register 70 in the event it 
is not possible or convenient to generate an approp- 
riate CRC sum at the transmit end. In this embodi- 
ment, control register 72 aJso stores a data bit which 
controls dock speed. Control register 72 may be 
implemented as control register 72 of Fig. 5b. In other 
embodiments control register 72 can store other bits 
having other functions. 

In another programmable CRC embodiment, data 
enabling a plurality of XOR gates such as XOR51 and 
XOR52 will be stored in control register 72 as 
additional attributes and used to select from a variety 
of CRC polynomials. Circuitry for programming a CRC 
polynomial is shown in Fig. 6. Control register 72 may 
store a sequence of bits each of which programs a 
multiplexer such as MUX88 of Fig. 6, thereby select- 
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ing the CRC polynomial to be implemented by a CRC 
register such as register 70. In yet another embodi- 
ment, attributes to cause the error detecting circuit to 
select between CRC and parity codes are provided. 
5 Multiplexers such as MUX71 select from among sev- 
eral input signals generated by several error detecting 
methods. 

With a logical 1 on line DATA and with clock 
enable line EC75 in a state to enable the clock input 
10 to data frame register 80 and to check flip flops D1, 
D2. D3, and D4, data are shifted through flip flops D1, 
D2 etc and on through data frame register 80 moving 
one step with each clock cycle. For simplicity, clock 
lines, which are well known, are not shown in Fig. 7. 

15 

Beginning the CRC Error Check 

A sequence of 16 zeros output by AND gate 
AND50 before length count register 71 has placed a 

20 logical 1 on line 71a causes all flip flops of register 70 
to hold logical 0. The logical 1 on line 71a is applied 
to AND gate AND50 which in combination with a high 
CONFIGURE signal enables AND gate AND50 to 
receive data from XOR gate XOR50. This data is then 

25 applied to line CRCIN. 

CRC-16 register 70 computes a new CRC value 
every clock cycle. If MUX60 has been set by the CRC 
MODE value in control register 72 to detect the CRC 
signal from OR gate OR55, at the end of a frame of 

30 data when the value on the FRAME CHECK line is 
read onto the FAIL CHECK line, the FAIL CHECK line 
will carry a logical 0 only if zero's are at outputs of 
CRC flip flops CRC0-CRC2 and the input of CRC0, 
indicating no data transmission error has occurred. 

35 

Frame Count 

At both transmit and receive ends, there must be 
a mechanism for counting bits in a data frame. At the 

40 transmit end this counting mechanism indicates when 
check bits are to be appended to a data frame. At the 
receive end, this counting mechanism indicates when 
the transmission block is to be checked for errors. 
Also a mechanism must be provided at each end to 

45 indicate when the transmission session is ended. 
These mechanisms may be a counter or a shift regi- 
ster, for example. Such devices are well known and 
not described in detail here. 

At the receive end, in the case of configuring a 

so logic array chip, the data frame count may be perfor- 
med by shifting the received data through a shift regi- 
ster having a number of flip flops equal to the number 
of bits in a transmission block. After clearing the shift 
register 80 and, if applicable, loading initial infor- 

55 mation into control and length count registers, a start 
bit equal to logic one is always shifted into the shift 
register first When this start bit reaches flip flop SB77 
at a far end of the shift register, it indicates the trans- 
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mission block has been received. The logical one in 
the start bit flip flop SB77 can be used to cause data 
in data frame register 80 to be copied into a row of 
memory ceils in the logic cell array. However, before 
the data in data frame register 80 are copied, the con- s 
tents of CRC-16 checkword generator 70 are tested 
by reading line FAIL CHECK. A logical zero indicates 
that OR gate OR55 detected logical zero in the check- 
word subset and that no error occurred or that OR 
gate OR61 detected the proper constant. 10 

Response to Passing Error Test 

The FAIL CHECK line is sampled after the num- 
ber of bits in a transmission block has been sent. It is 15 
possible to provide a constant size frame and to pro- 
vide hardware (data frame register 80) which counts 
a corresponding number of bits before sampling the 
FAIL CHECK line. Alternatively, it is possible to pro- 
vide a frame length to a counter, see counter 74 of Fig. 20 
5b, which is enabled at the beginning of a transmis- 
sion session, receives a frame length value, and after 
receiving the frame length, enables the CRC-16 regi- 
ster, sets a transmission block size in the counter, 
which counts down for sampling the FAIL CHECK 25 
line. Another counter may also store the number of 
frames to be provided in the transmission session. 
AND gate AND81 requires a zero on FRAMECHECK 
line when it receives a logic one in flip flop SB77, 
which can be used to initiate data transfer from data 30 
frame register 80 into an appropriate row of memory 
cells in the logic cell array if no error has occurred. 

If the partial error check indicates no errors, the 
action depends upon the application for which this 
error checking method is used. For data communi- 35 
cation, the data may be indicated as acceptable and 
passed to the intended recipient In the case of con- 
figuring a logic cell array, the data which have just 
been serially loaded into data frame register 80 may 
be output in parallel from data frame register 80 into 40 
a row of memory cells in a logic cell array. 

Undetected Error 

It is possible for an error not to be detected by a 45 
checkword subset transmitted at the end of a data 
frame. Statistically, one time out of 16, flip flops 
CRC0-CRC3 (or line CRCIN and flip flops CRC0- 
CRC2) will carry all zeros in spite of an error, and will 
fail to detect the error. Flip flops CRC4-CRC15 carry so 
residual information about such an error which would 
have been detected if additional error detection bits 
had been transmitted. Transmission of such 
additional bits would have lengthened the total data 
stream undesirably. The portion of the CRC register 55 
not checked at the end of the frame will affect the 
value at the end of subsequent frames, thus making 
it likely that a previously undetected error will be 
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detected at the end of a subsequent frame. 

As discussed above, in one embodiment, at the 
end of the data stream (or less frequently than once 
for each frame) a more stringent error test is made. 
The circuit for this more stringent test is most clearly 
shown in Fig. 5b. 

Response to Failing Error Test 

In one logic cell array embodiment, if the partial 
error check provided by either OR gate OR55 or by 
OR gate OR61 indicates errors, the error indication on 
line FAILCHECK stops the clock used for shifting data 
(not shown) and provides an error signal on an exter- 
nal pin of the logic cell array (not shown). A user may 
use this error signal to reset the entire logic cell array, 
or in some embodiments to reload the last fewframes. 
In another embodiment, detection of an error can 
cause an immediate reset of the logic cell array with- 
out user intervention. Because an error indication 
may indicate an error which occurred before the last 
frame just checked, it is preferable not to assume the 
error occurred in the last frame checked. 

Further Embodiments 

In light of the above description, other embodi- 
ments of the present invention will become obvious to 
those skilled in the art. The invention applies to tele- 
communication, modem transmission, reading from 
and writing to disk drives or tape drives and other 
applications in which a data stream is to be transmit- 
ted. These and other embodiments are intended to fall 
within the scope of the present invention. 


Claims 

1. A structure for detecting an error in a stream of 
bits comprising: 

means for receiving the stream of bits; 

means for generating a plurality of error 
check bits from the stream of bits, at least one bit 
of the error check bits being a function of all pre- 
viously transmitted bits in the stream of bits; 

means for testing a subset of the error 
check bits including the at least one bit; and 

means for counting bits in the stream bits 
and at a given count reading the means for testing 
a subset 

2. A structure as claimed in claim 1 in which the 
means for generating error check bits comprises 
a CRC polynomial generator or a checksum 
generator. 

3. A structure as claimed in claim 1 or 2 in which the 
means for testing a subset of the error check bits 
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comprises means for testing a first subset of error 
check bits, the structure comprising means for 
testing a second subset of the error check bits. 

4. A structure as claimed in claim 3 in which the sec- 
ond subset is longer than the first subset 

5. A structure as claimed in claim 4 in which the sec- 
ond subset includes the first subset 

6. A structure as claimed in claim 4 or 5 in which the 
second subset comprises all of the error check 
bits. 

7. A structure as claimed in any preceding claim in 
which the means for generating error check bits 
comprises means for loading an initial value into 
the means for generating error check bits. 

8. A structure as claimed in claim 7 in which the ini- 
tial value ts zero. 

9. A structure as claimed in claim 1 comprising at 
lest a second means for generating a plurality of 
error check bits, and means for selecting from a 
plurality of means for generating. 

10. A structure as claimed in claim 9 in which the 
means for generating error check bits is a CRC 
polynomial shift register having a plurality of XOR 
gates, each of which receives on one input lead 
the output from one stage of the shift register and 
provides an output which is input to a next stage 
of the shift register, and means for selecting be- 
tween applying a logical zero and a function of 
bits in the data stream to the other lead of each 
of the XOR gates. 

11. A structure as claimed in claim 9 in which one of 
the means for generating error check bits is a 
CRC polynomial shift register and another of the 
means for generating check bits is means for 
reading a selected string of bits from the data 
stream. 

12. A structure as claimed in claim 9 in which the 
means for selecting from a plurality of means for 
generating comprises a control register loaded 
from the stream of bits and providing a select out- 
put controlling a multiplexer into which are input 
a plurality of alternative error detecting results. 

13. A structure as claimed in any preceding claim in 
which the means for counting comprises a 
counter, the counter being loaded from the 
stream of bits and providing the given count 
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in which the means for counting comprises a shift 
register. 

15. A method of detecting an error in a stream of data 
bits comprising the steps of: 

at a transmit end, 

generating from each successive 
data bit in the stream of data bits an error check- 
word having the property that subset of the error 
checkword is a function of all previous bits in the 
stream of data bits, 

periodically forming transmission 
blocks each comprising a frame of data from the 
stream of data bits and the subset of the error 
checkword; 

transmitting each of the transmis- 
sion blocks to a receive end; 
at the receive end: 

receiving the transmission blocks; 

recalculating the error checkword 
from the transmission blocks; and 

comparing a subset of the error 
checkword generated at the receive end to the 
subset of the error checkword generated at the 
transmit end; 

whereby each time the subsets are com- 
pared, it is likely that undetected errors in any pre- 
vious transmission blocks will be detected. 

1 6. A method as claimed in claim 1 5 in which the sub- 
set comprises a first subset and comprising the 
steps of: 

periodically inserting into the bit stream a 
second subset of the error checkword, and 

at points where the second subset is inser- 
ted, comparing the second subset of the error 
checkword generated at the receive end to the 
second subset of the error checkword generated 
at the transmit end. 

1 7. A method as claimed in claim 1 6 in which the sec- 
ond subset is longer than the first subset and the 
second subset is checked less frequently than the 
first subset 

18. A method as claimed in claim 12 in which the sec- 
ond subset is checked at the end of the stream of 
bits. 


14. A structure as claimed in any one of daims 1-12 
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